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GWN76xx Firmware Release Notes 

 

IMPORTANT UPGRADING NOTE 

 

1. [12/14/2018] [All APs 1.0.8.17] In order to enable your APôs capability of connecting GWN 

Cloud EU server, AP needs to be upgraded to 1.0.8.17 or above.  

2. [6/15/2018] [GWN7600&7600LR 1.0.6.41] Starting from 1.0.6.x, GWN7600 and GWN7600LR 

will share same firmware file name. So, when changing an APôs firmware, if it starts from a 

FP5 firmware, it will retrieve firmware with name gwn7600fw.bin no matter the model is 

GWN7600 or GWN7600LR. For example, if your downgrade a GWN7600LR from 1.0.6.41 to 

1.0.5.13, you will need to modify the GWN7600LR firmware name from gwn7600lrfw.bin to 

gwn7600fw.bin. 

3. [1/26/2017] [All APs 1.0.5.15] For firmware 1.0.5.15 (GWN7610) and 1.0.5.13 (GWN7600& 

GWN7600LR) , this is only for GWN7610/GWN7600/GWN7600LR master deployment. All 

users with GWN7000 as master are NOT encouraged to upgrade until 1.0.5.x matching 

firmware is available for GWN7000, due to the compatibility of new features. 

4. [8/11/2017] [All APs 1.0.4.22] Please upgrade to 1.0.4.12 or higher version to get the patch for 

WPA2 4-way handshake vulnerability. 

5. [8/11/2017] [GWN7610 1.0.3.21] Before starting to upgrade to latest firmware, please make 

sure your GWN7610ôs firmware version is 1.0.2.108 or higher. Also, please make sure your 

GWN7000 master (if any)ôs firmware version is 1.0.2.71 or higher. 
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 FIRMWARE VERSION 1.0.8.18 

PRODUCT NAME 

GWN7610, GWN7600, GWN7600LR 

 

DATE 

1/10/2019 

 

FIRMWARE FILE INFORMATION 

¶ GWN7610 Firmware file name: gwn7610fw.bin 

MD5 checksum: 0057d240a1dee02e126d80308f5395c4 

¶ GWN7600/7600LR Firmware file name: gwn7600fw.bin 

MD5 checksum: f1166de7f2a1a51ca96f242c8da518f2 

 

IMPORTANT UPGRADING NOTE 

¶ In order to enable your APôs capability of connecting GWN Cloud EU server, AP needs to be upgraded to 

1.0.8.17 or above. Otherwise, your AP will always be offline from your EU server portal.  

 

CHANGES/ENHANCEMENT 

¶ Added feature of Advertisement1 for Captive Portal 

¶ Added feature of Custom Field1 for Captive Portal Splash Page 

¶ Added feature of ARP Proxy 

¶ Added feature of Clear client data1 

¶ Enhanced Event log by WiFi authentication event1 

¶ Enhanced Bandwidth Rules by adding option to limit bandwidth Per-Client and adding Total Bandwidth 

Usage1 on Overview Bandwidth Chart 

¶ Added EU Server support1 

1 This feature is only available on GWN Cloud, and local master does not have it. 
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NEW FEATURE OVERVIEW 

¶ Advertisement   

Marketing feature to play advertisement upon captive portal login for WiFi users. 

Configurations are available at Cloud menu: Captive Portal ŕ Splash Page ŕ Advertisement 

 

¶ Custom Field   

By adding customizable field to your captive portal splash page to collect user information. 
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¶ ARP Proxy   

This feature will enable GWN AP to answer the ARP requests from its LAN for its connected WiFi client. This 

is mainly to reduce the airtime consumed by ARP packets. 

To enable this feature, configuration is available at  

Cloud:  

NETWORK ŕ SSIDs ŕ Configuration ŕ Wi-Fi Settings ŕ ARP Proxy 

Local Master: 

SSIDs ŕ Configuration ŕ Wi-Fi ŕ ARP Proxy 

 

¶ Clear client data   

This feature will allow admin to clear collected data from Wi-Fi clients. This is mainly for certain data security 

regulation compliance. 

 

¶ WiFi authentication event   

This is an enhancement for WiFi troubleshooting. 
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¶ limit bandwidth Per-Client   

This is an enhancement for bandwidth control upon all the other available types. 

 

 

 

 

 

 

 

 

 

 

 

 

¶ EU Server support  

User now will be able to choose US server or EU server to store their data at. This is mainly for GDPR 

regulation compliance. 
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FIRMWARE VERSION 1.0.8.9 

PRODUCT NAME 

GWN7610 

GWN7600 

GWN7600LR 

 

DATE 

11/21/2018 

 

FIRMWARE FILE INFORMATION 

¶ GWN7610 Firmware file name: gwn7610fw.bin 

MD5 checksum: e35fdb2803278d2305cee46c1c436deb 

¶ GWN7600/7600LR Firmware file name: gwn7600fw.bin 

MD5 checksum: f934883870b24d911b604fedfc7a5fed 

 

CHANGES/ENHANCEMENT 

¶ Added feature of URL Logging1 

¶ Added feature of Dynamic Transmit Power Control as WP820 RF enhancement 

¶ Enhanced Mesh by adding feature of Switching RE & CAP according to network 

¶ Enhanced Core File Debugging by adding feature of OopsTrack 

¶ Fixed the bug that manual configured Mesh topology may change after reboot 

¶ Fixed a memory leak 

 

NEW FEATURE OVERVIEW 

¶ URL Logging1 

GWN AP know can log user URL visiting history onto GWN server, and report to Admin on timely schedule. 

1 URL Logging is only available at GWN Cloud, and local master configuration does not support this feature. 
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To enable configuration, option is available at Cloud menu: System ŕ Settings 

 

 

¶ Dynamic Transmit Power Control 

This feature will enhance the RF performance of WP8xx Grandstream WiFi handset. No configuration is 

needed.  

 

¶ Switching RE & CAP according to network  

This is enhancement to GWN Mesh setup. Now mesh topology will be more precise on identifying the CAP 

or RE APs. System will not only detect the network cable connection for CAP election, but also check the IP 

address acquiring. 

 

¶ OopsTrack 

This is enhancement on the core file debugging. It will collect and save kernel stack information for 

debugging when AP crashes. 
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FIRMWARE VERSION 1.0.7.13 

PRODUCT NAME 

GWN7610&GWN7600&7600LR 

 

DATE 

10/18/2018 

 

FIRMWARE FILE INFORMATION 

¶ GWN7610 Firmware file name: gwn7610fw.bin 

MD5 checksum: c13f4e003ff70e6b4e37627b0e7d2013 

¶ GWN7600 Firmware file name: gwn7600fw.bin 

MD5 checksum: c425a264b8053aac9cef33644db23477 

¶ GWN7600LR Firmware file name: gwn7600fw.bin 

MD5 checksum: c425a264b8053aac9cef33644db23477 

 

IMPORTANT UPGRADING NOTE 

Facebook and Twitter captive portal authentication backend changed. This change will lead to following result: 

1. If Facebook authentication is configured on older GWN Cloud version. You will need to log in your Facebook 

account of https://developers.facebook.com/apps, and set the OAuth redirect URI to 

https://cwp.gwn.cloud:8443/GsUserAuth.cgi?GsUserAuthMethod=3 

2. If Twitter authentication is configured on older GWN Cloud version. You will need to log in your Twitter 

account of https://apps.twitter.com/app, and set the callback URLs to 

http://cwp.gwn.cloud:8080/GsUserAuth.cgi?GsUserAuthMethod=5 

3. Also, you will need to make sure your AP is upgraded to 1.0.7.x, since the older AP firmware will not work 

with new GWN Cloud for Facebook Login or Twitter Login only. 

 

https://developers.facebook.com/apps
https://cwp.gwn.cloud:8443/GsUserAuth.cgi?GsUserAuthMethod=3
https://apps.twitter.com/app
http://cwp.gwn.cloud:8080/GsUserAuth.cgi?GsUserAuthMethod=5
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CHANGES/ENHANCEMENT 

¶ Added feature of RRMBeta 1 

¶ Added feature of Mesh for GWN76102 

¶ Added feature of External Captive Portal Support 

¶ Added feature of AP Scheduling Reboot 

¶ Added feature of Change Log3  

¶ Added feature of WiFi Statistic Report3 

¶ Added feature of Configuration Quick Navigation3 

¶ Added feature of Captive Portal Guest Summary 

¶ Changed SSID limit3 

¶ Enhanced Access Point Status 

¶ Enhanced WiFi Service by adding configurable options of Beacon Interval, DTIM Period, and Convert IP 

multicast to unicast. 

¶ Enhanced Client Information 

¶ Enhanced Captive Portal features 

¶ Enhanced GWN Cloud mobile app 

 

NEW FEATURE OVERVIEW 

¶ RRMBeta  

Radio Resource Management (RRM), includes three major features below. This feature is only available 

Local Master: Access Point ŕ Edit ŕ Configuration  

- Dynamic Channel Assignment4 Once enabled, AP will try to allocate and move to the best channel 

during operation, unlike Auto Channel Selection (ACS) which online scan and assign channel when 

WiFi interface goes up for one. 

 

1 Local Master only 

2 Mesh is already supported on GWN7600 and GWN7600LR in previous feature pack 

3 GWN Cloud only 

4 Dynamic Channel Assignment is not supported on GWN7610. 
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- Transmit Power Control   TPC algorithm runs every 10 minutes. AP acquires the RSSI 

information of the neighbor by wireless scanning and establishes the neighbor table. The algorithm 

requires that there must be at least 3 neighbor APs with larger than -70dbm in RSSI. Otherwise, power 

will not be adjusted. 

- Coverage Hole Detection  CHD enables AP to decide whether to increase the AP power by 

the current SNR and SNR threshold of the connected clients. 

 

¶ External Captive Portal Support  

Linkyfi1 and Purple2 as external captive portal are supported now on GWN APs for both local master and 

GWN Cloud. 

Configurations now are available at Captive Portal ŕ Policy List ŕ Add/Edit ŕ Splash Page 

Choose External, and then choose platform to configure. 

 

¶ AP Scheduling Reboot  

You can schedule reboot for your APs. Configuration is available at: 

- Local Master: System Settings ŕ Maintenance ŕ Basic ŕ Reboot Schedule 

- GWN Cloud: NETWORK ŕ System ŕ Settings ŕ Reboot Schedule 

You will need to have a time schedule defined for this feature to adopt. 

 

¶ Change Log  

Change log is now recorded on GWN Cloud. You can access the log from [Your account] on top right 

corner ŕ Change Log. 

 

 

 

 

Note:  1 Linkyfi https://www.avsystem.com/products/linkyfi/ 

  2 Purple https://purple.ai/ 

https://www.avsystem.com/products/linkyfi/
https://purple.ai/
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¶ Statistic Report  

On GWN Cloud, you can configure server to send report to you periodically. Configuration is available at: 

[Your account] on top right corner ŕ Report ŕ Schedule ŕ Create Report 

 

 

 

¶ Configuration Quick Navigation  

Now on GWN Cloud support Configuration Quick Navigation. This feature will help to quick move to 

prerequisite settings during configuration. For example, when you configure a AP scheduling reboot, but you 

donôt have a time schedule reconfigured. Then you will see an option as Add New Schedule. 
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¶ Captive Portal Guest Summary  

GWN Cloud now gives a summary of captive portal login Guest Summary as below: 

 

 

 

¶ SSID limit changes 

In previous GWN Cloud version, every Network has limit of 16 SSID. In FP6 GWN Cloud version, limit in 

Network has been removed, but when any AP has reach to its limit of 16 SSID, it will be shown in grey in the 

new SSIDôs available devices, and cannot be added to new SSID anymore. 

 

¶ Access Point Status Enhancement 

CPU and Memory information is added in Access Points Status.  

For Email Alert, feature is enhanced for AP offline event to report when AP goes back online. 

 

 

¶ WiFi Service Enhancement 

Three configurable options, as Beacon Interval, DTIM Period, and Convert IP multicast to unicast, are 

available at 
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- Local Master: SSID ŕ Add/Edit ŕ Beacon Interval / DTIM Period / Multicast to Unicast 

- GWN Cloud: NETWORK ŕ SSID ŕ Add/Edit ŕ Advanced ŕ Beacon Interval / DTIM 

Period / Convert IP Multicast to Unicast 

 

¶ Client Information Enhancement 

More WiFi clientôs information is collected on GWN AP. And statistic is shown in graphic on GWN Cloud and 

text only format on Local Master. 

- Local Master:  Information is available at Clients ŕ Clients, and information can be checked to 

display at the top right gear icon. 

- GWN Cloud: 

And now, admin can name the clients not only on local master but also on GWN Cloud page NETWORK ŕ 

Clients ŕ Status ŕ  ŕ Hostname 

 

¶ Captive Portal features Enhancement 

- Failsafe mode: AP will grant access to STA if AP canôt reach to external authentication server. This 

feature only available in radius authentication and voucher authentication. 
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- Byte limit and Daily limit: Captive portal now can limit user connection by measuring data amount and 

times of a day. 

- Twitter authentication enhanced: Twitter splash page has been redesigned, and Force To Follow 

option added. By enabling Force To Follow option, admin can request login WiFi user to follow his 

Twitter account when getting authenticated. 

 

¶ GWN Cloud mobile app enhancement  

- Dashboard, on GWN Cloud Mobile app, now allow admin to select different Network to display, while all 

Networksô information is combined to display. 

- Deleting AP, on GWN Cloud Mobile app, now allow admin to delete APs from Networks. 
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[GWN7610] FIRMWARE VERSION 1.0.6.43 

PRODUCT NAME 

GWN7610 

 

DATE 

6/15/2018 

 

FIRMWARE FILE INFORMATION 

¶ GWN7610 Firmware file name: gwn7610fw.bin 

MD5: ae52aea470e6bf0fdcca95b1537df8e9 

 

ENHANCEMENT 

¶ Added support for GWN.Cloud 

¶ Added support Outdoor/Indoor Scene WiFi channel configuration 

¶ Added feature for Transfer AP and Transfer Network Group to Cloud 

Newly designed  

 

¶ Feature Schedulingg  

¶ Split Network Group into separate SSID and DHCP server configurations 
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NEW FEATURE OVERVIEW 

¶ GWN.Cloud 

Since FP5, GWN AP can be managed by your GWN.Cloud account. GWN.Cloud web interface now can 

be accessed at https://www.gwn.cloud. Please refer to GWN Cloud User Guide for how to add your GWN 

AP to GWN.Cloud. 

 

¶ Outdoor/Indoor Scene configuration 

This configuration is available on your Master web, when your country has different outdoor/indoor WIFI 

channel regulations.  

https://www.gwn.cloud/
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¶ Transfer AP and Transfer Network Group 

Transfer AP feature will allow you to easily transfer your AP from local master to your GWN.Cloud account. 

When you already have network/WiFi configurations on your cloud account, use this feature will let you to 

choose cloud existing network/SSID to adopt your local AP. Note: local configurations will not be transferred. 

Transfer Network Group feature will allow you to transfer your local configurations to your cloud account. 

 

 

 

 

 

 

¶ Feature Scheduling 

We have newly designed feature scheduling. Please refer to user manually for configuration details. 
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¶ SSID and DHCP server configurations 

Now the original Network Group configuration is split into SSID and DHCP server configurations. 

SSID is located at below menu bar. 

 

DHCP server configuration is moved to System settings. 
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[GWN7600&7600LR] FIRMWARE VERSION 1.0.6.41 

PRODUCT NAME 

GWN7600&7600LR 

DATE 

6/15/2018 

 

FIRMWARE FILE INFORMATION 

¶ GWN7600&7600LR Firmware file name: gwn7600fw.bin 

MD5: 8659930c6fe9601f551d87df9ae381ed 

¶ GWN7600LR Firmware file name: gwn7600lrfw.bin 

MD5: 61784977a1a698e3d85f376200124010 

 

ENHANCEMENT 

¶ Added support for GWN.Cloud 

¶ Added support Outdoor/Indoor Scene WiFi channel configuration 

¶ Added feature for Transfer AP and Transfer Network Group to Cloud 

Newly designed  

 

¶ Feature Schedulingg  

¶ Split Network Group into separate SSID and DHCP server configurations 

 

IMPORTANT UPGRADING NOTE 

1. Starting from 1.0.6.x, GWN7600 and GWN7600LR will share same firmware file name. So, when changing 

an APôs firmware, if it starts from a FP5 firmware, it will retrieve firmware with name gwn7600fw.bin no matter the 

model is GWN7600 or GWN7600LR. For example, if your downgrade a GWN7600LR from 1.0.6.41 to 1.0.5.13, 

you will need to modify the GWN7600LR firmware name from gwn7600lrfw.bin to gwn7600fw.bin. 
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NEW FEATURE OVERVIEW 

¶ GWN.Cloud 

Since FP5, GWN AP can be managed by your GWN.Cloud account. GWN.Cloud web interface now can 

be accessed at https://www.gwn.cloud. Please refer to GWN Cloud User Guide for how to add your GWN 

AP to GWN.Cloud. 

¶ Outdoor/Indoor Scene configuration 

This configuration is available on your Master web, when your country has different outdoor/indoor WIFI 

channel regulations.  

 

 

https://www.gwn.cloud/
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¶ Transfer AP and Transfer Network Group 

Transfer AP feature will allow you to easily transfer your AP from local master to your GWN.Cloud account. 

When you already have network/WiFi configurations on your cloud account, use this feature will let you to 

choose cloud existing network/SSID to adopt your local AP. Note: local configurations will not be transferred. 

Transfer Network Group feature will allow you to transfer your local configurations to your cloud account. 

 

 

 

 

 

¶ Feature Scheduling 

We have newly designed feature scheduling. Please refer to user manually for configuration details. 
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¶ SSID and DHCP server configurations 

Now the original Network Group configuration is split into SSID and DHCP server configurations. 

SSID is located at below menu bar. 

 

DHCP server configuration is moved to System settings. 
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GRANDSTREAM NETWORKS       GWN76xx Firmware Release Notes                Page 28 

[GWN7610] FIRMWARE VERSION 1.0.5.15 

PRODUCT NAME 

GWN7610 

 

DATE 

1/26/2017 

 

IMPORTANT UPGRADING NOTE 

¶ For firmware 1.0.5.15, this is only for GWN7610/GWN7600/GWN7600LR master deployment. All users with 

GWN7000 as master are NOT encouraged to upgrade until 1.0.5.x matching firmware is available for 

GWN7000, due to the compatibility of new features. 

 

ENHANCEMENT 

¶ Added support for New Firmware Reminder on Master Web 

¶ Added support for Sequential Upgrade 

Added support for  

 

¶ Feature Scheduling 

¶ Added support for Master Direction 

¶ Added support for Master Transfer  

¶ Added support for Airtime Fairness 

¶ Added support for Social login/Voucher  

BUG FIX 

¶ Wifi client may fail to connect if SSID uses 2.4G only with WEP authentication. 

¶ The Bandwidth Rules schedule configurations require a reboot to take effect. 

NEW FEATURE OVERVIEW 
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¶ New Firmware Reminder on Master 

Web 

Once a different OFFICIAL firmware than current running firmware is detected on Grandstream Network 

website by master GWN7610, a ñNEWò icon will appear to remind network administrator to upgrade. 

Clicking on the ñNEWò icon will open the new firmwareôs release note.  

 

¶ Sequential Upgrade 

Now if you choose multiple slave devices to upgrade their firmware, two options as ñAll-at-Onceò and 

ñSequentialò are available. ñAll-at-Onceò will trigger the traditional way that all checked slaves will try to 

retrieve and change their firmware at the same time, while ñSequentialò upgrade will let the slaves to 
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upgrade one by one in order to 1) avoid entire wifi service interruption by full system firmware upgrade; 2) 

reduce network stress caused by firmware downloading. 

Once you choose sequential upgrade, the number with beside the green upgrading icon will tell you how 

many slaves have done its upgrading. 

 

¶ Feature Scheduling 

Scheduled bandwidth control or client access control is available now under System SettingsŕSchedule 
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Please be noted that you will need a Bandwidth rule (can be created in Bandwidth Rules) or a Client Access 

list (can be created under ClientŕClient Access), in order to create a schedule. 

 

¶ Master Direction 

When GWN7610 slave is not in the same broadcast domain with its master, this feature is available for all 

factory configured GWN7610 to find its master IP address offered by local DHCP option 43. 

GWN7610 accepts option 224 encapsulated in option43, and the syntax is in TLV format. So, the for a 

simple example of DHCP 43 configuration would be: 

224(Type)12(Length)10.157.0.234(Value) translated into Hex as e00c31302e3135372e302e323334 

For DHCP server configuration on GWN7000, which translates the values automatically, is as follows: 

   

 

¶ Master Transfer 
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Now an easier way to transfer your master authority from one unit to another available unit is available on 

Access Point management page. By clicking the Transfer to Master button above in red circle, the 

designated slave unit will be upgraded to master and current master will be downgraded to slave 

accordingly.    

 

¶ Airtime Fairness 

Turning Airtime Fairness ON or OFF options can be found under Access PointŕEditŕConfigurationŕ

Airtime Fairness. 

 

¶ Social login/Voucher 

As an enhancement of Captive Portal, social Login as Wechat/Facebook/Twitter have been added. 

 

 










































































