GRANDSTREAM

CONNECTING THE WORLD

GWN76xx Firmware Release Notes

IMPORTANT UPGRADING NOTE

1. [6/15/2018] [GWN7600&7600LR 1.0.6.41] Starting from 1.0.6.x, GWN7600 and GWN7600LR
will share same firmware file name. So,when changi ng aifits®d&aemaf i r mwar
FP5 firmware, it will retrieve firmware with name gwn7600fw.bin no matter the model is
GWN7600 or GWN7600LR. For example, if your downgrade a GWN7600LR from 1.0.6.41 to
1.0.5.13, you will need to modify the GWN7600LR firmware name from gwn7600Irfw.bin to
gwn7600fw.bin.
2. [1/26/2017] [All APs 1.0.5.15] For firmware 1.0.5.15 (GWN7610) and 1.0.5.13 (GWN7600&
GWN7600LR) , this is only for GWN7610/GWN7600/GWN7600LR master deployment. All
users with GWN7000 as master are NOT encouraged to upgrade until 1.0.5.x matching
firmware is available for GWN7000, due to the compatibility of new features.
3. [8/11/2017] [All APs 1.0.4.22] Please upgrade to 1.0.4.12 or higher version to get the patch for
WPA2 4-way handshake vulnerability.
4. [8/11/2017] [GWN7610 1.0.3.21] Before starting to upgrade to latest firmware, please make
sure your GWN76106s fir mwar eAlsoymense makeasureyourl. 0. 2.

GWN7000 master (fany) 6 s f i r mware version is 1.0.2.71 or

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 1



w CRANDSTREAM

CONNECTING THE WORLD

Table of Content

IMPORTANT UPGRADING NOTE ... 1
FIRMWARE VERSION 1.0.8.9 ....cooiiiiiiii 5
PRODUCT NAME ......ctttutttmetimaetsneesssesse st 5
DATE oottt 5
FIRMWARE FILE INFORMATION .....couiiiuiiemaiimeessisesssssesesssesssses s sessessses s 5
CHANGES/ENHANCEMENT w....vtmiiiaaitomeesessies et 5
NEW FEATURE OVERVIEW .......coouuiimmiiimiiemeiissessessses st 5
FIRMWARE VERSION 1.0.7.13 ... 7
PRODUCT NAME ......ttturttmeiesaeessseesssesse st ss sttt 7
DATE oo eveoeeeetseeesse s 7
FIRMWARE FILE INFORMATION .....couiiiuiiimaiimmessasessssssssssessssssssesssssssssesssssssssssessssssssssssesnens 7
IMPORTANT UPGRADING NOTE .....oouiiimiiimmiismesssisssssssssessssssssessssesssssesssssssssssessssssssssssesnens 7
CHANGES/ENHANCEMENT w...vttivimartimessenssss s ssssss st 8
NEW FEATURE OVERVIEW ......ccouuiiimiiimieieeiisssssesssses s ssss sttt sessssssesnens 8
[GWN7610]FIRMWARE VERSION 1.0.6.43.......ccccoiiiiiiiiiiiiii, 14
PRODUGCT NAME .......outtumtttmeitsaeesseessssesesss s sss st 14
DATE ooeevetmeeesseeeesseeess s 14
FIRMWARE FILE INFORMATION ......courtourieraremmeeeseesesssesesssssssssssesssses s ssseessssessssessssssssssssnees 14
ENHANCEMENT ... cootttetetaetts ettt 14
NEW FEATURE OVERVIEW .......oouuiitmiiimresmeiissesssseseesssessssssssss s st sssnees 15
[GWN7600&7600LR]JFIRMWARE VERSION 1.0.6.41 .......ccooeeeiiiiinnnnnnn. 18
PRODUGCT NAME .......ouvttuttameismaresseessssesessse s sesess st 18
DAATE . oeeveseeesee et 18
FIRMWARE FILE INFORMATION ......courtuuriemaeremmeessaeesseesssesesssssssssssessssss s sssssssssssessssssssssssnees 18
ENHANCEMENT ... cootttetetaetts ettt 18
IMPORTANT UPGRADING NOTE .....oouitruriemaeiismesseeeseesssessssessssssssessssss s essssssssssessssssssssssnees 18
NEW FEATURE OVERVIEW .......oouiitmiirmeeiseiessesssessessssesssssssssssssses s sssesssses s sssnees 19
[GWN7610]FIRMWARE VERSION 1.0.5.15.....cccoiiiiiiiiii, 22
PRODUGCT NAME .......oovtoutetmetssresseesssesseesssassssesesssesseessseesssesassesess st assessseesssessssessssssssses 22
DATE ooeevesueeesseeesseeees s 22
IMPORTANT UPGRADING NOTE .....oouvviureemaeieseesssesssesssssssasssssesssessssessssssssessssessssessssssssssssnnees 22
ENHANCEMENT ...ttt sesse s sesseess st 22
BUG FIX 1veveveeeeetseeeseessesssseessse st 22

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 2



DDDDDDDDDDDDDDDDDDD

NEW FEATURE OVERVIEW .......ccouiiiimiiimiiemeieseesssssse sttt 22
[GWN7600&7600LR]JFIRMWARE VERSION 1.0.5.13 ..., 28
PRODUCT NAME ......couttumtttmieseetseesssssses s 28
DAATE oottt eee et 28
FIRMWARE FILE INFORMATION ......couitouiiemiemmesseessesssesessssssssssses s ssse s 28
IMPORTANT UPGRADING NOTE .....couitimiiemmiimeisesssssssessssssssssssses s 28
ENHANCEMENT ...ttt 28
BUG FIX 1.vttuetueetam et 29
KINOWN ISSUE ..o vtraeiemtiia i 29
NEW FEATURE OVERVIEW .......couiiiiiiimiiemeiissesssseses st 29
[GWN7610]FIRMWARE VERSION 1.0.4.22.......cccooiiiiiiiiiiii 35
PRODUGCT NAME .......ouvtuutttmaeissaeesseessesseses sttt 35
DAATE . teeveseeesee et 35
BUG FIX 1vtteteteeetae e esss et ss st 35
[GWN7610]FIRMWARE VERSION 1.0.4.20.......cccoiiiiiiiiiiiiiiiiii, 36
PRODUGCT NAME .......ouvtuutttmaeissaeesseessesseses sttt 36
DAATE . teeveseeesee et 36
IMPORTANT UPGRADING NOTE .....couiiumiiemaiiseeisseesesssessssssssssssesssses s sssessssessssssssssssnees 36
ENHANCEMENT ... ooovttatesaetsse st 36
BUG FIX 1vttuttaeetaaseseesssssse s 36
KINOWN ISSUE ..o vevaeiiaeeiaesss et 37
NEW FEATURE OVERVIEW .......oouiitmiirmeeiseiessesssessessssesssssssssssssses s sssesssses s sssnees 37
[GWN7600&7600LR]JFIRMWARE VERSION 1.0.4.12 .......ccoooiiiiiiiiiinnn. 40
PRODUGCT NAME ......couvttutttmetssaresseessssssesss e esss sttt 40
DAATE . oeeveseeesee et 40
ENHANCEMENT ... cootttetetaetts ettt 40
BUG FIX 1. vetetetueetaaeseseesssesesse st 40
KINOWN ISSUE ..o vevaeiiaeeiaesss et 41
NEW FEATURE OVERVIEW .......oouiitmiirmeeiseiessesssessessssesssssssssssssses s sssesssses s sssnees 41
[GWN7600&7600LR]FIRMWARE VERSION 1.0.3.25 ..., 44
PRODUGCT NAME .......oovtoureomeesseesseesssessessssessssesssssesseesssesssses st esss st ssssessseesssessssessssessssnes 44
DATE ooeevesueeesseeesseeees s 44
IMPORTANT UPGRADING NOTE .....oouriuureeraerereesseesssesssesssssssssesssessssessssssssesssssesssessssssssssssnees 44
BUG FIX 1.vetoeetmeesseeeseessesssseessse st 44
KINOWN ISSUE ..o veraeieaeessessssess st 44
[GWN7610]FIRMWARE VERSION 1.0.3.21.....ccciiiiiiiiiiiiiiii, 46

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 3



DDDDDDDDDDDDDDDDDDD

PRODUCT NAME ......couttumtttmieseetseesssssses s 46
DAATE oottt eee et 46
IMPORTANT UPGRADING NOTE .....couitimiiemmiimeiseessesssessssss s ssses st 46
ENHANCEMENT ...ttt st 46
BUG FIX 1.vttetttueetsaseseesse s 46
KINOWN ISSUE ..o traeiimeeiati st 46
[GWN7600&7600LR]JFIRMWARE VERSION 1.0.3.19 ..., 47
PRODUCT NAME ......couttumtttmieseetseesssssses s 47
DATE ooeeveteeeetsaeeess s es s 47
ENHANCEMENT ...ttt et 47
BUG FIX 1vttuttaeetaaseseesssssse s 47
KINOWN ISSUE ..o vivaeioaseiaesis et 48
NEW FEATURE OVERVIEW .......couiitmiimmeeesesesesssesesessssesssssssss st 48
[GWN7610]FIRMWARE VERSION 1.0.3.19.....ccciiiiiiiiiiiii, 54
PRODUGCT NAME .......ouvtuutttmaeiessesseess s ssses st 54
DAATE . veeeveseeesee et 54
IMPORTANT UPGRADING NOTE .....couitimiiemaiisesiseeesesssssssesssssssessssss s st s sssssssssssnees 54
ENHANCEMENT c...cooovtearesaetse ettt 54
BUG FIX 1evtturtteeetsaseseesss et st 54
KINOWN ISSUE w..coeivaeetaesse st 55
NEW FEATURE OVERVIEW .......couiitmiimmeesseieseesssessesssse s sss st 55
[GWN7610]FIRMWARE VERSION 1.0.2.108.......ccccoiiiiiiiiiiiiiiiiiiiee, 58
PRODUGCT NAME ......couvttuttemeitsaresseessssesesssseesssesesss st 58
DATE .o veveeesae et 58
IMPORTANT UPGRADING NOTE .....oouiiruritmaiismetsesseesssesssssessssssesssses s ssssssssessssessssssssssssnees 58
ENHANCEMENT ... cootttetetaetts ettt 58
KINOWN ISSUE ..o vevaeiiaeeiaesss et 58
NEW FEATURE OVERVIEW .......couiitmiirmeeeseiessesssessessssessssss s ssses s sssnees 59
[GWN7600&7600LR]JFIRMWARE VERSION 1.0.1.36 .....ccccoeeviiiiiniinnnnnn. 61
PRODUGCT NAME ......couvttutttmetssaresseessssssesss e esss sttt 61
DAATE . veoveve s et ee s 61
IMPORTANT UPGRADING NOTE .....coouvtoureerareseessseesssesssesssesssssesssessssessssassssessssessssessssssssssssnees 61
[GWN7610]FIRMWARE VERSION 1.0.2.15......cccoiiiiiiiiiiiii 62
PRODUGCT NAME .......oovtoutetmetssresseesssesseesssassssesesssesseessseesssesassesess st assessseesssessssessssssssses 62
DAATE . veoveve s et ee s 62
IMPORTANT UPGRADING NOTE .....oouitiureeraerereesseesssesssesssssssssssssessssassssssssessssessssessssssssssssnees 62

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 4



GRANDSTREAM

CONNECTING THE WORLD

FIRMWAREVERSION 1.(8.9

PRODUCT NAME
GWN7610
GWN7600

GWN7600LR

DATE

11/21/2018

FIRMWARE FILE INFORIATION
1 GWN7610 Firmware file name: gwn7610fw.bin

MD5 checksum:  e35fdb2803278d2305cee46¢1c436deb
1 GWN7600/7600LR Firmware file name: gwn7600fw.bin

MD5 checksum: f934883870b24d911b604fedfc7a5fed

CHANGESENHANCEMENT

1 Added feature of URL Logging?

1 Added feature of Dynamic Transmit Power Control as WP820 RF enhancement
1 Enhanced Mesh by adding feature of Switching RE & CAP according to network
1 Enhanced Core File Debugging by adding feature of OopsTrack

1 Fixed the bug that manual configured Mesh topology may change after reboot

1 Fixed a memory leak

NEW FEATURE OVERVM
7 URL Logging?
GWN AP know can log user URL visiting history onto GWN server, and report to Admin on timely schedule.

1URL Logging is only available at GWN Cloud, and local master configuration does not support this feature.
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To enable configuration, option is available at Cloud menu: System f Settings

URL Access Log D

Export URL Access Log

£+ system Email Frequency | Daily

Settings * URL Log Receiver | abc@grandstream.com | e

fule @ Add Receiver

Dynamic Transmit Power Control
This feature will enhance the RF performance of WP8xx Grandstream WiFi handset. No configuration is

needed.

Switching RE & CAP according to network
This is enhancement to GWN Mesh setup. Now mesh topology will be more precise on identifying the CAP
or RE APs. System will not only detect the network cable connection for CAP election, but also check the IP

address acquiring.

OopsTrack
This is enhancement on the core file debugging. It will collect and save kernel stack information for

debugging when AP crashes.
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FIRMWAREVERSION 1.0.713

PRODUCT NAME

GWN7610&GWN7600&7600LR

DATE

10/18/2018

FIRMWARE FILE INFORMTION
1 GWN7610 Firmware file name: gwn7610fw.bin

MD5 checksum:  ¢13f4e003ff70e6b4e37627b0e7d2013
1 GWN7600 Firmware file name: gwn7600fw.bin

MD5 checksum:  c425a264b8053aac9cef33644db23477
1 GWN7600LR Firmware file name: gwn7600fw.bin

MD5 checksum: c425a264b8053aac9cef33644db23477

IMPORTANT UPGRADING NOTE
Facebook and Twitter captive portal authentication backend changed. This change will lead to following result:
1. If Facebook authentication is configured on older GWN Cloud version. You will need to log in your Facebook

account of https://developers.facebook.com/apps, and set the OAuth redirect URI to

https://cwp.gwn.cloud:8443/GsUserAuth.cgi?GsUserAuthMethod=3

2. If Twitter authentication is configured on older GWN Cloud version. You will need to log in your Twitter

account of https://apps.twitter.com/app, and set the callback URLs to

http://cwp.gwn.cloud:8080/GsUserAuth.cqi?GsUserAuthMethod=5

3. Also, you will need to make sure your AP is upgraded to 1.0.7.%, since the older AP firmware will not work

with new GWN Cloud for Facebook Login or Twitter Login only.
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CHANGESENHANCEMENT

1 Added feature of RRMBetal

1 Added feature of Mesh for GWN76102

1 Added feature of External Captive Portal Support

1 Added feature of AP Scheduling Reboot

1 Added feature of Change Log?®

1 Added feature of WiFi Statistic Report3

1 Added feature of Configuration Quick Navigation?®

1 Added feature of Captive Portal Guest Summary

1 Changed SSID limit3

1 Enhanced Access Point Status

1 Enhanced WiFi Service by adding configurable options of Beacon Interval, DTIM Period, and Convert IP
multicast to unicast.

1 Enhanced Client Information

1 Enhanced Captive Portal features

1 Enhanced GWN Cloud mobile app

NEW FEATURE OVERVMW
1 RRMgea
Radio Resource Management (RRM), includes three major features below. This feature is only available
Local Master: Access Point f  [# Edit f Configuration
- Dynamic Channel Assignment* Once enabled, AP will try to allocate and move to the best channel
during operation, unlike Auto Channel Selection (ACS) which online scan and assign channel when

WiFi interface goes up for one.

1Local Master only

2Mesh is already supported on GWN7600 and GWN7600LR in previous feature pack
3GWN Cloud only

4Dynamic Channel Assignment is not supported on GWN7610.
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- Transmit Power Control TPC algorithm runs every 10 minutes. AP acquires the RSSI
information of the neighbor by wireless scanning and establishes the neighbor table. The algorithm
requires that there must be at least 3 neighbor APs with larger than -70dbm in RSSI. Otherwise, power
will not be adjusted.

- Coverage Hole Detection CHD enables AP to decide whether to increase the AP power by

the current SNR and SNR threshold of the connected clients.

External Captive Portal Support

Linkyfi* and Purple? as external captive portal are supported now on GWN APs for both local master and
GWN Cloud.

Configurations now are available at Captive Portal f Policy List f Add/Edit f Splash Page

Choose External, and then choose platform to configure.

AP Scheduling Reboot
You can schedule reboot for your APs. Configuration is available at:
- Local Master: System Settings f Maintenance f Basic f Reboot Schedule

- GWNCloud: NETWORK f System f Settings f Reboot Schedule

You will need to have a time schedule defined for this feature to adopt.

Change Log
Change log is now recorded on GWN Cloud. You can access the log from [Your account] on top right

z

corner f Change Log.

Note: 1Linkyfi https://www.avsystem.com/products/linkyfi/

2Purple https://purple.ai/
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i Statistic Report

On GWN Cloud, you can configure server to send report to you periodically. Configuration is available at:

[Your account] on top right corner f Report f Schedule f Create Report

1 Configuration Quick Navigation
Now on GWN Cloud support Configuration Quick Navigation. This feature will help to quick move to
prerequisite settings during configuration. For example, when you configure a AP scheduling reboot, but you

donét have a time schedul e r ecoAddiNewScledulee Then you wil |

Reboot Schedule @ l None ]

WorkDStob

Add MNew Schedule
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1 Captive Portal Guest Summary

GWN Cloud now gives a summary of captive portal login Guest Summary as below:

Summary

Guest New Session Guest Session By Authentication Guest Session By SSID

I SSID limit changes
In previous GWN Cloud version, every Network has limit of 16 SSID. In FP6 GWN Cloud version, limit in
Network has been removed, but when any AP has reach to its limit of 16 SSID, it will be shown in grey in the

new SSI D6s av,andlcaarntbeaddbeto new $S¢D anymore.

1 Access Point Status Enhancement
CPU and Memory information is added in Access Points Status.

For Email Alert, feature is enhanced for AP offline event to report when AP goes back online.

1 WiFi Service Enhancement
Three configurable options, as Beacon Interval, DTIM Period, and Convert IP multicast to unicast, are

available at

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 11
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Beacon Interval / DTIM Period / Multicast to Unicast

Add/Edit f Advanced f

Period / Convert IP Multicast to Unicast

Client Information Enhancement

Beacon Interval / DTIM

More WiFic | i énformatisn is collected on GWN AP. And statistic is shown in graphic on GWN Cloud and

text only format on Local Master.

Local Master:

Information is available at Clients f

display at the top right gear icon. |§\

GWN Cloud:

Summary

the Last | week Al SSIDs

31 0

Bandwidth Usage

Client Manufacture:

P

32.19

'] 26% W
65% W

161

65%

Clients, and information can be checked to

] 548% W 16.1%

129% ® 65% ®m o

And now, admin can name the clients not only on local master but also on GWN Cloud page NETWORK ¥

Clients f Status f S f Hostname

Captive Portal features Enhancement

Failsafe mode: AP  wi | |

grant

access to

STA

feature only available in radius authentication and voucher authentication.

if AP Thanot

GRANDSTREAM NETWORKS
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- Bytelimit and Daily limit: Captive portal now can limit user connection by measuring data amount and
times of a day.

- Twitter authentication enhanced: Twitter splash page has been redesigned, and Force To Follow
option added. By enabling Force To Follow option, admin can request login WiFi user to follow his

Twitter account when getting authenticated.

1 GWN Cloud mobile app enhancement
- Dashboard, on GWN Cloud Mobile app, now allow admin to select different Network to display, while all
Net wor ks & idconfibmed todispiayo n

- Deleting AP, on GWN Cloud Mobile app, now allow admin to delete APs from Networks.
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[GWN7610] FIRMWARE VERSION D.6.43

PRODUCT NAME

GWN7610

DATE

6/15/2018

FIRMWARE FILE INFORMATION
1 GWN7610 Firmware file name: gwn7610fw.bin

MD5: ae52aead70e6bfOfdcca95b1537df8e9

ENHANCEMENT

1 Added support for GWN.Cloud

1 Added support Outdoor/Indoor Scene WiFi channel configuration

1 Added feature for Transfer AP and Transfer Network Group to Cloud

Newly designed

I Feature Schedulingg

1 Split Network Group into separate SSID and DHCP server configurations
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NEW FEATURE OVERVIEW
T GWN.Cloud
Since FP5, GWN AP can be managed by your GWN.Cloud account. GWN.Cloud web interface now can

be accessed at https://www.gwn.cloud. Please refer to GWN Cloud User Guide for how to add your GWN

AP to GWN.Cloud.

g GRANDSTREAM

BwnN

Sign in

GWN.Cloud

Manitaring and management
forall your Grandstream APs

Downioad Brochure:

1 Outdoor/Indoor Scene configuration

This configuration is available on your Master web, when your country has different outdoor/indoor WIFI

channel regulations.

Maintenance
Basic Upgrade Access Syslog Logserver

Web HTTP Access @

Web HTTPS Port 443

Country United Kingdom
Scene (7 Indoor
Time Zone (7) | (UTC-06:00) Central Time (US & Canada)

NTP Server (7) | 0.pool.ntp.org
1.pool.ntp.org
2.pool.ntp.org

3.pool.ntp.org

©0000

Date Display Format (2) | MM/DD/Y¥YY
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1 Transfer AP and Transfer Network Group
Transfer AP feature will allow you to easily transfer your AP from local master to your GWN.Cloud account.
When you already have network/\WiFi configurations on your cloud account, use this feature will let you to
choose cloud existing network/SSID to adopt your local AP. Note: local configurations will not be transferred.

Transfer Network Group feature will allow you to transfer your local configurations to your cloud account.

Access Points

@ Upgrade Q@ Reboot + Add to SSIDs ¥ Configure el
[m} Device Type Name/MAC IP Address Status Uptime Firmware Actions

Front_aP_unlocked
=] GWN7610 192.168.254.35 A master 13d 1h 57m 505 1.0.6.40 4
00:08:82:A1:A6:AC

Back_AP_locked_EU
(=] GWN7610 192.168.254.36 Offline 11d 20h 26m 0s 1.0.6.40 4 2
00:08:82:A8:66:A8

[o

1 Feature Scheduling

We have newly designed feature scheduling. Please refer to user manually for configuration details.

Create New Schedul

Name ‘ Schdulea|

Weekly
Click + to create new schedule
Select Al Sun HMen Tues Wed Thur Fri Sat

00:00-00:30

04:30-05:00
05:00-05:30
05:20-06:00
06:00-06:30
06:20-07:00
07:00-07:30

Absolute

CHK ]
Add new item @)

Save ‘ Cancel |

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 16
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1 SSID and DHCP server configurations
Now the original Network Group configuration is split into SSID and DHCP server configurations.

SSID is located at below menu bar.

DHCP server configuration is moved to System settings.

Name (3) | GWN_DHEP
Enable -
VLAN ID 500
DHCP Server Static Address 172.16.0.4
DHCP Server Subnet Mask 255.255.255.0
DHCP Start Address 172.16.0.100
DHCP End Address 172.16.0.199

DHCP Lease Time 12h

DHCP Options

DHCF Gateway (1) | 172.16.0.1

DHCP Prefemed DNS

DHCP Altamate DNS

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 17
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[GWN7600&7600LR] FIRMWARE VERSION 1.6.41

PRODUCT NAME
GWN7600&7600LR
DATE

6/15/2018

FIRMWARE FILE INFORMATION

T GWN7600&7600LR Firmware file name: gwn7600fw.bin
MD5: 8659930c6fe9601f551d87df9ae381ed

T GWN7600LR Firmware file name: gwn7600Irfw.bin

MD5: 61784977a1a698e3d85f376200124010

ENHANCEMENT

1 Added support for GWN.Cloud

1 Added support Outdoor/Indoor Scene WiFi channel configuration

1 Added feature for Transfer AP and Transfer Network Group to Cloud

Newly designed

1 Feature Schedulingg

1 Split Network Group into separate SSID and DHCP server configurations

IMPORTANT UPGRADING NOTE

1. Starting from 1.0.6.x, GWN7600 and GWN7600LR will share same firmware file name. So, when changing

an AP6s firmware, if it starts from a FP5 firmware, it w
model is GWN7600 or GWN7600LR. For example, if your downgrade a GWN7600LR from 1.0.6.41 to 1.0.5.13,

you will need to modify the GWN7600LR firmware name from gwn7600Irfw.bin to gwn7600fw.bin.
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NEW FEATURE OVERVIEW
T GWN.Cloud

Since FP5, GWN AP can be managed by your GWN.Cloud account. GWN.Cloud web interface now can

be accessed at https://www.gwn.cloud. Please refer to GWN Cloud User Guide for how to add your GWN

AP to GWN.Cloud.

‘) GRANDSTREAM

BwnN

Sign in

GWN.Cloud | il e ——

Monitaring and managememt
for all your Grandstream APs

Signin

1 Outdoor/Indoor Scene configuration

This configuration is available on your Master web, when your country has different outdoor/indoor WIFI

channel regulations.

Maintenance

Basic Upgrade Access Syslog Logserver

Web HTTPS Port 443
United Kingdom

Indoor

Time Zone () | (UTC-06:00) Central Time (US & Canada)

NTP Server (2) | 0.pool.ntp.org O
1.pool.ntp.org (-]

2.pool.ntp.org e

3.pool.ntp.org (-]

©

Add new item

Date Display Format (7)  MM/DD/Y¥YY
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1 Transfer AP and Transfer Network Group
Transfer AP feature will allow you to easily transfer your AP from local master to your GWN.Cloud account.
When you already have network/\WiFi configurations on your cloud account, use this feature will let you to
choose cloud existing network/SSID to adopt your local AP. Note: local configurations will not be transferred.

Transfer Network Group feature will allow you to transfer your local configurations to your cloud account.

Access Points

@ Upgrade G Reboot =+ Add to SSIDs > Configure fe)
o Device Type Name/MAC 1P Address Status Uptime Firmware Actions

Front_aP_unlocked
=] GWN7610 192.168.254.35 ER vaster 13d 1h 57m 50s 1.0.6.40 4
00:0B:82:A1:A6:AC

Back_AP_locked EU
o GWN7610 192.168.254.36 Offline 11d 20h 26m Os 1.0.6.40 4 2
00:0B:82:A8:66:A8

o

1 Feature Scheduling

We have newly designed feature scheduling. Please refer to user manually for configuration details.

-heduls

Name Schdule|

Weekly
Click =+ to create new schedule

Select All sun Mon Tues wed Thur Fri sat

00:00-00:30

04:20-05:00
05:00-05:30
05:20-06:00
06:00-06:30
06:30-07:00
07:00-07:30

Absolute

© e
Add new item @)

[
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1 SSID and DHCP server configurations

Now the original Network Group configuration is split into SSID and DHCP server configurations.

SSID is located at below menu bar.

DHCP server configuration is moved to System settings.

Name (3) | GWN_DHCP
Enable .
VLAN ID 500
DHCP Server Static Address 172.16.0.4
DHCP Server Subnet Mask 255.255.255.0
DHCP Start Address 172.16.0.100
DHCP End Address 172.16.0.198
DHCP Lease Time (3) | 120

DHCP Options (3

DHCF Gateway (1) | 172.16.0.1

DHCP Prefemed DNS

DHCP Altemate DNS
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[GWN7610] FIRMWARE VERSION 1.0.58

PRODUCT NAME

GWN7610

DATE

1/26/2017

IMPORTANT UPGRADINGNOTE
1 For firmware 1.0.5.15, this is only for GWN7610/GWN7600/GWN7600LR master deployment. All users with
GWN7000 as master are NOT encouraged to upgrade until 1.0.5.x matching firmware is available for

GWN7000, due to the compatibility of new features.

ENHANCEMENT
9 Added support for New Firmware Reminder on Master Web
1 Added support for Sequential Upgrade

Added support for

i Feature Scheduling

1 Added support for Master Direction

1 Added support for Master Transfer

1 Added support for Airtime Fairness

1 Added support for Social login/VVoucher

BUG FIX

1 Wifi client may fail to connect if SSID uses 2.4G only with WEP authentication.
1 The Bandwidth Rules schedule configurations require a reboot to take effect.

NEW FEATURE OVERVIEW
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New Firmware Reminder on Master

$ GWN7610 Firmware 1.0.5.11 new

Web

Once a different OFFICIAL firmware than current running firmware is detected on Grandstream Network
website by master GWN7610, a ANEWO icon will appear to

Clicking on the ANEWO0 icon will open the new firmwareo

Sequential Upgrade

(] Device Type Name/MAC

v GWN7610 00:0B:82:A1:AB:BC
] GWN7610 00:0B:82:A1:A5:20
v GWN7610 00:0B:82:97:90:8C

Nowifyouc hoose multiple slave devices to -artQmoceadearndcdeir fi
AfSequential 0 &wOmicewaiwlidd!l é rigger the traditional way t

retrieve and change their frmware at the sametime,whi | e fASequential 06 upgrade wil/l

Notice

Please select upgrade method.

All-at-Once: all devices will be upgraded at the same time, if there
are many devices await to upgrade, it may lead to network
congestion, insufficient network bandwidth may cause the upgrade
failure of some devices;

Sequential: devices upgrade one by one, which means one device
upgrades after the completion of the previous one, this upgrade way
may take a long time, and you can't apply this function before the
completion of all devices upgrade.

Note: Only selected online devices (but not Master AP) can be
upgraded!

All-at-Once | Sequential ‘ Cancel
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upgrade one by one in order to 1) avoid entire wifi service interruption by full system firmware upgrade; 2)

reduce network stress caused by firmware downloading.

Access Points % 1/ 2

Once you choose sequential upgrade, the number with beside the green upgrading icon will tell you how

many slaves have done its upgrading.

Feature Scheduling

Scheduled bandwidth control or client access control is available now under System Settingsi Schedule

Add
Enabled
Name
Scheduled Feature Bandwidth ¥
Bandwidth Rules v
The field should not be empty
Schedule Type Daily ¥
Month for Turn On (3) | *
Month for Turn Off (3) | *
Day of Month for Turn On ( > *
Day of Month for Turn Off (2) | *
Day of Week for Turn On () | *
Day of Week for Turn Off (3) | =
Schedule On Time

Save ‘ Cancel
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Please be noted that you will need a Bandwidth rule (can be created in Bandwidth Rules) or a Client Access

list (can be created under Clientf Client Access), in order to create a schedule.

1 Master Direction
When GWN7610 slave is not in the same broadcast domain with its master, this feature is available for all
factory configured GWN7610 to find its master IP address offered by local DHCP option 43.
GWN7610 accepts option 224 encapsulated in option43, and the syntax is in TLV format. So, the for a
simple example of DHCP 43 configuration would be:
224(Type)12(Length)10.157.0.234(Value) translated into Hex as e00c31302e3135372e302e323334

For DHCP server configuration on GWN7000, which translates the values automatically, is as follows:

Edit ) 4
@ Wi-Fi Device Membership Schedule
DHCP Enabled for IPv4
DHCP Start Address 192.168.1.10
DHCP End Address 192.168.1.254
DHCP Lease Time (2) | 12h

DHCP Options ‘ encap:43,224,"172.168.10.128" Q

Add new item o
Save ’ Cancel ‘
1 Master Transfer
Access Points
& e = .
2 Device Type Name/MAC IP Address Status Uptime Firmware Actions

GWN7610 00:0B:82:A1:AB:BC 192.168.253.230 Online 52m 53s 1.0.5.11

GWN7610 00:0B:82:A1:A5:20 192.168.253.175 EX waster 6m 57s 1.0.5.11
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Now an easier way to transfer your master authority from one unit to another available unit is available on
Access Point management page. By clicking the Transfer to Master button above in red circle, the
designated slave unit will be upgraded to master and current master will be downgraded to slave

accordingly.

Airtime Fairness
Turning Airtime Fairness ON or OFF options can be found under Access Pointf  Editf Configurationf

Airtime Fairness.

Social login/Moucher

As an enhancement of Captive Portal, social Login as Wechat/Facebook/Twitter have been added.

Add
Name
The field should not be empty
Authentication Type Social Login Authentication v
Expiration (2) Hseconds v
The field should not be empty
WeChat
Facebook (2)
Twitter (2)
Use Default Portal Page v
Portal Page Customization /social_auth.html v
Landing Page Redirect to the Original URL v
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Also, Voucher is added as another Captive Portal authentication option.

Voucher management interface is available under Captive Portalf Vouchers

© GWN7610 simware 10511 e

] 1 bp: s h t used =0
854790: 1 00:3 op: Mbps 1h ot used (=1 ]

bp ho ¢ used (=1

Mbps 1h 0s =

ichen bp L ho ed = m
6903 17-12.182 oo Hop: ho ot used =i}

1 1bp 1Mbp: 1h used (=0 |

9783954316 09:32 Mbps Mbps ho om

306510; 1 9 ps  aMbp h o ] =

4911437021 2017-12-18 21:09:32 1Mbps 1Mbps 1hos Not used = M

1Mbps 1Mbps 1h0s Not used = M

1Mbps 1Mbps 1h 0s Not used (=N |

1Mbps 1Mbps 1h 0s Mot used =N

8077656663 2017-12-18 21:09:32 1Hbps 1Mbps 1h0s Not used (=N

0416562441 2017-12-18 21:09:32 1Mbps 1Mbps 1h 0s Not used = M
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[GWN7600&7600LR] FIRMWARE VERSION 1.6%.13

PRODUCT NAME

GWN7600/GWN7600LR

DATE

2/12/2018

FIRMWARE FILE INFORMATION

1 GWN7600 Firmware file name: gwn7600fw.bin
MD5: 0e02717ca35b7563df41091fdbd1612c

1 GWN7600LR Firmware file name: gwn7600Irfw.bin

MD5: 9acb5a9db5ce4f179ec7bb5c4be596¢d

IMPORTANT UPGRADING NOTE
1 For firmware 1.0.5.13, this is only for GWN7610/GWN7600/GWN7600LR master deployment. All users with
GWN7000 as master are NOT encouraged to upgrade until 1.0.5.x matching firmware is available for

GWN7000, due to the compatibility of new features.

ENHANCEMENT
9 Added support for New Firmware Reminder on Master Web
1 Added support for Sequential Upgrade

Added support for

1 Feature Scheduling
1 Added support for Master Direction
1 Added support for Master Transfer

1 Added support for Airtime Fairness
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1 Added support for Social login/Voucher

91 Added support for Mesh Network

BUG FIX
1 There is low probability that auto pop-up portal page of the iOS couldn't be displayed normally.
T AHost nadienbpagema nd Top APOViTop SSIDO\Top Clientsd on overmayshaw page

empty occasionally.

KNOWN ISSUE

1 Configuring Radius server address with domain name instead of IP will cause the WIFI under
configuration become open without authentication. Note: issue will be addressed in next feature
packet release.

1 After clicking on the reset button in maintenance page, there is chance to prompt "Reset failed!"

wrongly.

NEW FEATURE OVERVIEW
1 New Firmware Reminder on Master Web
Once a different OFFICIAL firmware than current running firmware is detected on Grandstream Network
website by master GWN7610, a ANEWO icon will appear to

Clicking on the ANEWO icon will open the new firmwareo

g GWN7600 Firmware 1.0.5.13 new

1 Sequential Upgrade

0|

Device Type Name/MAC
(74 GWN7610 00:0B:82:A1:AB:BC
GWN7610 00:0B:82:A1:A5:20

4] GWN7610 00:0B:82:97:90:8C
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Now if you choose multiple slave devi eae®n cteodo uapngdr ade t h
iSequential 06 #@tOmlcewaiwWlidd!l @rigger the traditional way t
retrieve and change their frmwareat t he same ti me, while fiSequential 0 up:¢
upgrade one by one in order to 1) avoid entire wifi service interruption by full system firmware upgrade; 2)

reduce network stress caused by firmware downloading.

Access Points » 1/2

Once you choose sequential upgrade, the number with beside the green upgrading icon will tell you how

many slaves have done its upgrading.

Notice

Please select upgrade method.

All-at-Once: all devices will be upgraded at the same time, if there
are many devices await to upgrade, it may lead to network
congestion, insufficient network bandwidth may cause the upgrade
failure of some devices;

Sequential: devices upgrade one by one, which means one device
upgrades after the completion of the previous one, this upgrade way
may take a long time, and you can't apply this function before the
completion of all devices upgrade.

Note: Only selected online devices (but not Master AP) can be
upgraded!

All-at-Once | Sequential ‘ Cancel

Airtime Fairness
Turning Airtime Fairness ON or OFF options can be found under Access Pointf Editf Configurationf

Airtime Fairness.

Feature Scheduling

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 30



GRANDSTREAM

CONNECTING THE WORLD

Scheduled bandwidth control or client access control is available now under System Settingsf Schedule

Add
Enabled
Name
[The fekd should not be empty |
Scheduled Feature Bandwidth ¥
Bandwidth Rules v
The field should not be empty
Schedule Type Daily ¥
Month for Turn On ) *
Month for Turn Off () | *
Day of Month for Turn On ) *
Day of Month for Turn Off () | *
Day of Week for Turn On | > *
Day of Week for Turn Off ) *
Schedule On Time

©

Save ‘ Cancel

Please be noted that you will need a Bandwidth rule (can be created in Bandwidth Rules) or a Client Access

list (can be created under Clientf Client Access), in order to create a schedule.
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1 Master Direction
When GWN7610 slave is not in the same broadcast domain with its master, this feature is available for all
factory configured GWN7610 to find its master IP address offered by local DHCP option 43.
GWN7610 accepts option 224 encapsulated in option43, and the syntax is in TLV format. So, the for a
simple example of DHCP 43 configuration would be:
224(Type)12(Length)10.157.0.234(Value) translated into Hex as e00c31302e3135372e302e323334

For DHCP server configuration on GWN7000, which translates the values automatically, is as follows:

Edit X
Basic Wi-Fi Device Membership Schedule
DHCP Enabled for IPv4
DHCP Start Address 192.168.1.10
DHCP End Address 192.168.1.254
DHCP Lease Time (2) | 12h

DHCP Options (7) | encap:43,224,"172.168.10.128" (g

Add new item @
Save ’ Cancel
Access Points
o
Device Type Name/MAC 1P Address Status Uptime Firmware Actions
GWN7610 00:0B:82:A1:AB:BC 192.168.253.230 Online 52m 53s. 1.0.5.11 4 2% O@

GWN7610 00:0B:82:A1:A5:20 192.168.253.175 taster 6m 575 1.0.5.11 4

Now an easier way to transfer your master authority from one unit to another available unit is available on
Access Point management page. By clicking the Transfer to Master button above in red circle, the
designated slave unit will be upgraded to master and current master will be downgraded to slave

accordingly.
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1 Social login/Voucher

As an enhancement of Captive Portal, social Login as Wechat/Facebook/Twitter have been added.

Add
Name
The field should not be empty
Authentication Type Social Login Authentication v
Expiration ( 0 ) Hseconds v
The field should not be empty
WeChat
Facebook (2)
Twitter (2)
Use Default Portal Page 4
Portal Page Customization /social_auth.html Y
Landing Page Redirect to the Original URL v

Also, Voucher is added as another Captive Portal authentication option.

Voucher management interface is available under Captive Portalf Vouchers

© GWN7610 s 10511 e engish v admin  [»

1Hbps 1b9s 1hos ot used om
by s ho ot used oW
bp 1Mo t used 0
1hbps 1hbps 1hos ot used om
ucher 1Mbps 1Mbps hos Not used (=N |
1Mbps 1Mbps. 1h 0 Not used (=N |
1Mbps 1Mbps. 1h0s Not used =0
1hbos 1hbps hos Not used om
1op ) h o 4 om
1Hbps 1bps whos Mot used om
1Mbps 1Mbps 1h 0 Not used =0
1Mbps 1Mbps 1h0s Not used (=8|
1Mbps 1Mbps. 1hos Not used =i
Hbp " h o ot used om
1Mbps 1Hbps hos Not used =0}
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1 Mesh Network
Mesh feature is now available for your GWN7600/7600LR wireless deployment!
With Mesh setup, APs can connect wirelessly to each other and cooperate with one another to efficiently
route data from/to clients.
To use Mesh feature, here is some basic instructions:
1) Add all APs you want to use to form a mesh network in to a same network group.

2) Configure mesh under System Settings Y Mesh

DO  Firmware 1.0.5.12

Settings

Scan Interval(s) 300

Mesh Enabled on 2.4G Radio Interface
When MESH is opened, the number of additional SSID for each network group can not be
more than 4!

Mesh Enabled on 5G Radio Interface @
When MESH is opened, the number of additional SSID for each network group can not be
more than 4!

Wireless Cascades (3) 3

3) Disconnect network of those APs, except the root AP or APs for uplink internet access, and power those
back on at the location you want to install.

4 Waité The process of forming Mesh network may take s
Onli
i

e

—

itself into the Mesh networ lo, s status will change

D

Wire

e

{

5) At this moment, you can check the Mesh topology by clicking ;—!—‘
6) Mesh topology is automatically calculated; however, you still can modify it manually by specifying each

APds wireless uplink in AP edit page tag AUplinko.
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[GWN7610] FIRMWARE VERSION 1.@.22

PRODUCT NAME

GWN7610

DATE

11/14/2017

BUG HX

1 Fixed the WPA2 4-way handshake vulnerability*
1 Fixed the WPA2 802.11r vulnerability*
*Note: Pl ease r ef eWPASecurity Vulnerabilityot ér ep@&per of i

http://www.grandstream.com/sites/default/files/Resources/\WPA%20Security%20Vulnerability.pdf
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[GWN7610] FIRMWARE VERSION 1.@.20

PRODUCT NAME

GWN7610

DATE

10/31/2017

IMPORTANT UPGRADING NOTE

91 Before starting to upgrade, please makesureyour GWN761006s f i r mwa*orhigheer si on i s
T Before starting to upgrade, pl ease make sure your GWN
1.0.2.71* or higher.

*GWN7610 firmware 1.0.2.108 package is available for downloading at

http://firmware.grandstream.com/Release GWN7610 1.0.2.108.zip

*GWN7000 firmware 1.0.2.75 package is available for downloading at

http://firmware.grandstream.com/Release GWN7000 1.0.2.75.zip

ENHANCEMENT

1 Added support for Timed Client Disconnect and Enhanced Client Blocking
1 Added support for Client Bridge

1 Added support for Syslog Server

1 Added support for Configurable web Ul access port

1 Added support for E-mail notifications

BUG FIX
1 Internal bug fixes.

1 Banned Band steering feature does not affect wireless Black/\White/Banned client list feature anymore.
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KNOWN ISSUE
1 After blocking wireless client, blocked client will be displayed as wired in the clients list instead of
showing in the Blocked client list. The client can still be unblocked from Global Blacklist under Client

Access.

NEW FEATURE OVERVIEW

1 Timed Client Disconnect and Enhanced Client Blocking
The Client Connection Permissions Management enhanced client
blocking provides a more manageable method for Wi-Fi client whitelist
and blacklist configuration. It allows any combination of

globally-maintained connection access control lists to be applied to

Client Access

network groups as desired for blacklisting and whitelisting WIFI clients.
The timed client disconnect feature allows the system administrator to set

a fixed time for which clients should be allowed to connect to the access

point, after which the client will no longer be allowed to connect for a user configurable cooldown period.

1) New Client bar (See picture on the right)

2) Client Access

Name Addres

Global Blacklist

Access List 1 (4) 00:00:00:12:34:56, 00:00:00:12:34:57, 00:00:00:12:34:58, 00:00:00:12:34:59 (1]
Name & Enabled

TEST_POLICY v 3h Reset Daily 23:00 (|

4) Banned Client This listis moved from original Client page to a separate page now.

i1 Client Bridge
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The Client Bridge feature allows an access point to be configured as a client for bridging wired only clients
wirelessly to the network. When an access point is configured in this way, it will share the wifi connection to
the LAN ports transparently. This is not to be confused with a mesh setup. The client will not accept wireless
clients in this mode.

Once a Network Group has an Client Bridge Support enabled, the AP adopted in this Network Group can be
turned in to Bridge Client mode by click the Bridge button:

Please be noted that once an AP it turned into Client Bridge mode, it cannot be controlled by a Master

GWNT610 00:08:82:97:90:8C 192.168.1.146 Online 1d 17h 51m 135 1.0.4.19 2

&
o

anymore, and a factory reset is required to turn it back into normal AP mode.

1 Syslog Server

Syslog Server is now available on GWN7000. Configuration page is as below:

© GWN7000 rmwere 0020

Syslog File List

1 Configurable web Ul access port

Under System YMaintenance, fombwowing configuration is
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1) WebWAN Access; 2) Web HTTP Access; 3) Web HTTPS Port

E-mail notifications

Email notification allows the administrator to select a predefined set of system events and to send

notification upon the change of the set events.

Email notification configuration is under System YEmai

Selectable system events are listed as below:
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